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One Goal, One Constraint: Fly safely
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States/Process of Flying
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Complexities, Risks and Constraints
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Off-Nominal States
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Very) Preliminary Analysis: Disruption of
Sensors or Communications disrupts Safe
Operation
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Approach

e Cybersecurity Management Plan

* Cybersecurity Model (Cybersecurity MBSE)

* NIST 800-160 v.1-2 ( an extension of ISO/IEC/IEEE 15288)
* STPA-Sec
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2. Into a Model Development Activity to
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with a suitable Attack Model and Threat
Data which are then used as inputs
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4. To analyze and discover
how the Sol will react and
respond to any given attack

5. This information is then used to update
the Sol design so as to increase its
robustness and resilience to said attacks
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Cybersecurity model overview
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Additional Material

 STPA-Sec
 NIST 800-53 Controls
e Mitre Att&ck
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m@w Start at a high level, and work your way
= down

* Also how we model



Look for, and model, control processes
(recursively)

Basic Control Loop

Controller

Process
Model
(beliefs)

Control

Controlled Process

Control
Algorithm

* Provides another way to think about losses
* Forms foundation for STAMP/STPA/CAST/STPA-SEC
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NIST 800-53 Controls

B MagicDraw 19.0 - Cybersecurity Controls and Threat Model [trunk] #6 [twcloud-oce-stage.nasa.gov:9443 Saved by User: btnolan] Available Offline

File Edit View Layout Diagrams Options Tools Analyze Collaborate Window Help

NDeEelB-0DafM-6 - A @ B - Perspective: UAF Architect | i [F3) create Diagram

%g Containment ’ éﬂj Diagrams[ L@ Lock Viewl &% Advanced Air Mobility Si.. 4 NIST 800-53 Controls X ‘ &% Advanced Air Mobility Ve...]
Containment 28 x A . . | H - - -
s B wQ

Security Taxonomy [ f:aa NIST 800-53 Controk IJ

B Security Taxonomy

El-F3 security Controls

£ Access conTroL ACCESS AUDIT AND AWARENESS CONFIGURAT | | CONTINGENC
] AUDIT AND ACCOUNTABILITY CONTROL ACCOUNTABI AND 10N Y PLANNING
F] AWARENESS AND TRAINING 4 LITY _ TRAINING MANA?EMEN
F] CONFIGURATION MANAGEMENT - - L
] CONTINGENCY PLANNING ] ] ]
£ FRMWARE - FIRMWARE IDENTIFICATI INCIDENT MAINTENANC MEDIA
] IDENTIFICATION AND AUTHENTICATION [F] Security ... * ON AND RESPONSE E PROTECTION
7 INCIDENT RESPONSE - Gener... v P — AUT?.%"J'CA &y &y By
7 MAINTENANCE o Direct... ~
] MEDIA PROTECTION ) | il il ] ]
2 s, e r Sy PR | | e | P | R | | as e
] PHYSICAL AND ENVIRONMENTAL PROTECTION Resourc...
£ pLannme &) Securi... v v &2 ENVI%?"NMEN 63 f&d] ! & :
- PROGRAM MANAGEMENT [, condtions REEIIECTION
] RISK ASSESSMENT =
] SECURITY ASSESSMENT AND AUTHORIZATION O Adual c... ] [ [ [l [
£ srumios  nt.
] SYSTEM AND COMMUNICATIONS PROTECTION @ Actual Lo... T AND TIONS NINTEGRITY | | ACQUISITION
] SYSTEM AND INFORMATION INTEGRITY - T G | PROTECTION | g B2
] SYSTEM AND SERVICES ACQUISITION L1 Condition I &
3 TRAINING ‘,;"' Environ... _1
p SC450 AU-6 AUDIT REVIEW «SecurityControl» @ Location v TRAINING

SC45 - «SecurityControl» v
p SC451 SI-5 SECURITY ALERTS «SecurityControl @ Strategx r
:: :Zoom [ Documentation ] Properties] [ change Sets] & Operational -

Zoom [EJ P @ Resources

™ Measurements
&% SysML Block ...
5 SysML Requir...

- <

B Notification Window



NIST 800-53 Controls

* Sub Controls need to be parsed and added
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Conclusion

* We are using and will use
MBSE to facilitate our
Cybersecurity Systems
Engineering

* We need to work the project
and its subprojects to ensure
that we end up with a secure,
resilient architecture.

* We can’t do this in isolation,
after the fact, or as a
compliance bolt-on.
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