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Let’s start simply—Fly Safely



One Goal, One Constraint: Fly safely 



States/Process of Flying



Complexities, Risks and Constraints
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Off-Nominal States



(Very) Preliminary Analysis: Disruption of 
Sensors or Communications disrupts Safe 
Operation



Our Cybersecurity Engineering 
Approach

• Cybersecurity Management Plan
• Cybersecurity Model (Cybersecurity MBSE)
• NIST 800-160 v.1-2 ( an extension of ISO/IEC/IEEE 15288)
• STPA-Sec
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Security Engineering Practice (Activities, Products)
<< Statement >>

source : internal

<< I/O >> << Action >> << I/O >>, << Asset >> << Action >> << I/O >> << Action >>

System Security Engineering Practice

1. Information from 
the System of Interest 
(SoI) is used as input

2. Into a Model Development Activity to 
develop a SoI Architectural Model along 
with a suitable Attack Model and Threat 
Data which are then used as inputs

3. Into a Threat Modeling Activity 
aka an Analysis of the interactions 
between the SoI Model and the 
Attack Model (+Threat Data) 

4. To analyze and discover 
how the SoI will react and 
respond to any given attack

5. This information is then used to update 
the SoI design so as to increase its 
robustness and resilience to said attacks



Feedback Mechanisms
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NAS Threat Model: Attackers, Threats, Assets, Impacts
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A Threat Model For The NAS
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Threat 
Targets

Threat 
Sources

Threat 
Consequences

Threats/Attacks

Threat == {Threat Source} executing an {Attack} on a {Threat Target} resulting in a 
{Threat Consequence} (i.e. mission impact)



Threat Model Application Analysis
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Threats

Applicable
Threats

<< TAP Engine >> 
Asset

type : SW

<< TAP Display 
Adapter >> 

Asset

type : SW
aka : TDA

<< TAP Display >> 
Asset

type : SW

<< Ethernet >>
Conduit

capacity
latency
units
type : [cable, WiFI]

connected by/
connects to

connected by/
connects to

connected by/
connects to

<< Ethernet >>
Conduit

capacity
latency
units
type : [cable, WiFI, 
Bluetooth]

connected by/
connects to

defines protocol for/
defined protocol by

<< TCP/IP >>
Artifact

date published
file
type : TCP/IP

defines protocol for/
defined protocol by

<< TAP External 
Data Server >> 

Asset

type : SW
aka : EDS

<< Ethernet >>
Conduit

capacity
latency
units
type : [cable, WiFI]

connected by/
connects to

connected by/
connects to

defines protocol for/
defined protocol by

<< TCP/IP >>
Artifact

date published
file
type : TCP/IP

<< Aircraft Interface Device >> 
Asset

type : HW/SW
aka : AID
system role : data source/
translator

<< Ethernet >>
Conduit

capacity
latency
units
type : [cable, WiFI]

connected by/
connects to

connected by/
connects to

defines protocol for/
defined protocol by

<< Simple Text Avionics Protocol >>
Artifact

date published
file
type : ARINC 834
aka : STAP

defines protocol for/
defined protocol by

<< Vehicle Avionics >> 
Asset

type : SW/HW
system role : data 
source

connected by/
connects to

<< Twisted Pair >>
Conduit

capacity : [12.5, 
100] kbps
latency
units
type : cable

connected by/
connects to

<< ARINC std >>
Artifact

date published
file
type : [429, 717]

defines protocol for/
defined protocol by

Statement

body : Although TAP does not use them the AID has cellular, SIM 
card support (LTE, 2G/3G) and a CFast slot.  It also likely has a 
Linux install that appears to support legacy windows LANMAN 
(likely SMB via SAMBA), WORKGROUP, File Shares etc.  It also has 
a built in ARINC 834 server which could implies it supports all of 
ADIF (Aircraft Data Interface Function) including GAPS (Generic 
Aircraft Parameter Service a rw SNMP based protocol) and ADBP 
(Avionics Data Broadcast Protocol which is XML based) in addition 
to STAP.
type : note

traced from/
traced to

Airborne

Ground

<< TAP Ground 
Data Server >> 

Asset

type : SW
aka : GDS

<< TAP GDS-i >> 
Asset

type : SW

<< TAP GDS-p >> 
Asset

type : SW

decomposes/
decomposed by

decomposes/
decomposed by

<< Ethernet >>
Conduit

capacity
latency
units
type : airborne 
internet

connected by/
connects to

connected by/
connects to

defines protocol for/
defined protocol by

<< TCP/IP >>
Artifact

date published
file
type : TCP/IP

<< NOAA Winds Server >> 
Asset

type : SW/HW service
system role : data source

<< FAA SUA Schedule 
Server >> 

Asset

type : SW/HW service
system role : data source

connected by/
connects to

connected by/
connects to

<< WSI Weather Data 
Server >> 

Asset

type : SW/HW service
system role : data source

<< Ethernet >>
Conduit

capacity
latency
units
type : ground 
internet

<< WSI Daemon >> 
Asset

type : SW/HW service
system role : data source/
translator

connected by/
connects to

defines protocol for/
defined protocol by

<< TCP/IP >>
Artifact

date published
file
type : TCP/IP

connected by/
connects to

<< Ethernet >>
Conduit

capacity
latency
units
type : [cable LAN, 
WiFI]

connected by/
connects to

connected by/
connects to

defines protocol for/
defined protocol by

connected by/
connects to

Statement

body : This process runs (likely) in the same 
platform as the GDS-p and fronts/
communicates with the WSI service.  
Subscribed WSI information files are flowed 
for processing to it, however the TAP 
Research/Dev Team do not have details or 
know how this happens.  Its part of the WSI 
service.
type : note

traced from/
traced to

<< Flight Crew >> 
Asset

type : operator 
[human, 
autonomous]

<< Physical 
Domain >>

Conduit
capacity
latency
units
type : touch input/
visual output

connected by/
connects to

connected by/
connects toStatement

body :  if set to Auto Mode new solutions per 
minute, solution outcomes every 10 sec.  If 
set to Manual Mode outcomes still every 10 
sec. but solutions are as use choice.
type : note

traced from/
traced to

Statement

body :  TAP subscribes to avionics 
parameters in AID and requests via 834/
STAP at the native avionics data rate.
type : note

traced from/
traced to

Statement

body :  TAP Engine pings 
EDS every minute, if new 
information engine pulls 
and EDS pushes it.
type : note

traced from/
traced to

Statement

body :  EDS pings NOAA and FAA services 
on hourly basis pulling any new information 
[Wind NOAA 40Km RAP (Rapid Refresh), 
SUA Schedule] file.  Pings GDS for new 
information pulling any if found.
type : note

traced from/
traced to

Statement

body :  Wind data is 
REQUIRED for TAP to 
produce trajectory solutions 
therefore its “pre loaded” 
into the EDS.
type : note

traced from/
traced to

traced from/
traced to

Statement

body :  EDS (among other functions) 
converts NOAA RAP wind files to the NASA 
LaRC *.wnd file format.
type : note

traced from/
traced to

Statement

body :  Owned by IBM now.  Provides Convective Weather  
and associated  information (Current Composite 
Reflectivity, Current Echo Tops, Forecasted Radar, 
Forecasted Echo Tops, WSI SIGMETs) to create weather 
polygons.
type : note

traced from/
traced to

Statement

body :  Current Composite Reflectivity (5 min), Current 
Echo Tops (5 min), Forecasted Radar (every 3 hrs, 1 hr 
increments), Forecasted Echo Tops (currently not 
processed), WSI SIGMET (variable slow data)
type : note

traced from/
traced to

traced from/
traced to

Statement

body :  Processes SUA/SIGMET data to TAP format, generates convective 
WX polygons based on radar imagery and Echo Tops data.  This 
processing is done for message size efficiency for bandwidth reasons.  
GDS data is NOT NEEDED for TAP to provide trajectory solutions (mostly 
because it does not “do” weather avoidance due to certification issues).
type : note

traced from/
traced to

traced from/
traced to

Blue - TAP Components
Red - Connections
Magenta - TAP Data Sources
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Cybersecurity model overview



Browser Outline



NAS Threat Model



Threat Tree 



EM Attack



EM Jamming



For now, simple asset list for AAM



Protection Needs: Browser, Matrix, 
Table



Protection Needs Table (imported from 
Excel)



Matrix: Protection Needs applied to 
Assets (rough draft/proof of concept)



Additional Material

• STPA-Sec
• NIST 800-53 Controls
• Mitre Att&ck



STPA-Sec: System Theoretic Process 
Analysis for Security



Start at a high level, and work your way 
down

• Also how we model



Look for, and model, control processes 
(recursively)



States/Process of Flying



NIST 800-53 Controls



NIST 800-53 Controls

• Sub Controls need to be parsed and added



Mitre Att&ck Model (in progress)





Conclusion
• We are using and will use 

MBSE to facilitate our 
Cybersecurity Systems 
Engineering

• We need to work the project 
and its subprojects to ensure 
that we end up with a secure, 
resilient architecture. 

• We can’t do this in isolation, 
after the fact, or as a 
compliance bolt-on.


